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Appln.No. 09/587,228 Confirmation No. 6037 

Applicant Walters 

Filed : June 2, 2000 

TC/A.U. 2141 

examiner Kang. Pam H. 

Docket No. 6169-130 

IBM Docket No. BOC8-1 889-0072 



DECLARATION UNDER 37 C.F.R. $ 1.131 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22203-1450 

sir 

I, Glan R. Walters, a citfeen of the United States of America, residing at 5320 
pierce Street, Hollywood, FU 33Q21, hereby declare and state as follows: 

1. I was employed by International Business Machines Corporation (IBM) of 
Boca Raton, Florida at the time the above-identified application was conceived and 
continue to be employed by IBM. I make this declaration in support the above-identified 
application. 

2. IBM has invested substantial time and effort into the research, 
development, and marketing of their products, and in an effort to protect its rights in all 
new Inventions, IBM requests that aU employees prepare and submit IBM Confidential 
Invention Disclosure Forms upon conception by the inventors). 

3. As the named Inventor for this invention, I submitted the attached IBM 
Confidential Invention Disclosure BOC8-1 999-0080. 

4. I make this Declaration to establish that I conceived of the present 
invention at least as early as July 28, 1989, and exercised due diligence from prior to 
July 2B, 1999 to June 2, 2000, the filing date for the ebove-identWied patent application. 



(WPtesofti} 
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5. i further declare That all statements made herein of my awn knowledge are 
true and all statements made on information and belief are believed to be true and 
funher that these statements were made with the knowledge that willful false statements 
and the like so made are punishable by fine or imprisonment or both under Section 
1001 of Titl& 18 of the United States Code, and that such willful, false statements may 
jeopardize the validity of the above-identified patent application or any patent issuing 
thereon- 



Glen R. Walters 
Date 



HUM? 



STATE OF FLORIDA ) 

}ss: 

COUNTY OF PALM BEACH ) 

The foregoing instrument was sworn to and subscribed beforerne this <¥L day 
of December. 2003. by GLEN R. WALTERS, who i^onajlyJu^)» me or who has 
nm H.***i (typBO»^fl^»asideiitificatlon. 

produ ~' rfc- * 

NOTARY PUBLIC. 
STATE OF FLORIDA 

£( A*f ft \fe*rU64Lu 

(Prt«, Type or Stamp CpmrwsBioned Name <* Notaf > 
PubBe) 
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jDisclosure BOC8-1 999-0080 

fllV^Jj^T^ 0 ^ Crea te«On:07/28/99l1;i7;20AM 

Last Modified By: Elaine Ventured Last Modified On: 07/29/99 07:1 5;32 PM 



IBM Confidential 



Summary 

Status 



Required tietos are mamed wim me asterisk n ana musi do filled in to complete 



me Harm . 



Processing location 
Functional Area 



Attorney/Patent 
Professional 
LPT Team 



Submitted Date 



uoderEva^atton 



BOC 



Telecommunications & Media 



Richard Tbml.n/Bocg RaiorvJBM 



Eoie StefrvFoficaitaeraate^BM jpnn Bonomiey/BetnesqayiBM 



07/28^9 T2*37;56 PM 



PVT Score 



To calculate a PvT score, use me 'CaJcuaie PvT perron 



Inventors with Lotus Notes IDs 

Inve mors: Glen waijers/Fon Lauderaate/iBM 



invenior Name 
> denotes primary contact 
I waters. Glen ft. 



invenior 

Seri al Piv/Depi 



942789 M5/9DQA~ 



Manager 

Seriaf Manager Name 



402512 



Peas, m {Happy) 



Inventors without Lotus Notes IPs 
IDT Selection 



iPTTearn: 

£ote Siem/Forj Lauderdaie/iBM 
Jonn Boiiarruey/Betnesaa/iBM 



Anorney/Paieni Professional: 

Ricrtara Tomiin/Boca RaiorviBM 



I Response Due to IP&L : 08/28/99 
Main Idea 



"Title of disclosure (In EnglfshJ 

A Method for Preventing Deep Unking into a Web Site 



"Idea of disclosure 

J S SSSvS Ven,i ° n ' Sla,in9 "* prDbtefn **« {,f a P pr °P riate) ' «« *. damages 



01 



One of me most powerful feaiures of HTML (The language of me World Wide Wet» is hs aoiiiiv to link 
corner^ potentially on other servers. This technique, however, has a pwwJtafiSSSS haul 
. of a document is not me owner of me tinted content. See, for example^ 9 ,he autf1or 

hnpi'/www.wired c»rTVnews/news/polrtics/story/2(m8.html ' 

2S^2KS!!?^? V** *? 091,80 "M 0 ^-^'"- ™.s wet> site contains descriptions of current mov.es 
along wnh links to votes, wfi.cn typically reside on servers owned and operated Dy the mo" e stuSosTe o 
Umversal). This .s where me problem arises. If Movie-List were to linK tome waning o iZ s5£ * 
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A Meinod lor Preventing Deep L»n»ung mio a weo Srfe - com*nuea 



web sue (e.g. mip^/viAAAw-universalstudiosxorTi/) mere would De no problem, instead they nave decided to 
link directly to the desired content itself (e.g. 

hnptfvww.amertanpiem mov « whtcn * a trailer tor the 

current Universal movie * American Pie - ). 

This practice is called "Deep Linking", because me author is linking deep into Universale web site, instead 
of taking the visitor to tne "from door". There are several problems with mis: 

1 ) it eliminates any disclaimers or advertising on tne linked-to web site 

2) it makes the content appear to come from me hnked-from web site. 

3) The link itself could be "broken" {i.e. me file has been moved), which may make the linked-to web site 
appear to be the problem 



The solution: 

The solution to mis problem depends on a header sent by the client indicating where me link came tram. 
Here is the description from RFC 2068: 

14.37 Relerer 

7f!e Refererlsic] requesi-neaaer field allows the client to specify, 
for tne server s benefit, the address (URl) of me resource irom 
which the Requesi-uRl was obtained (tne "referrer", althougn the 
header field is misspelled ) The Referer request-header allows a 
server to generate lists of back-links to resources for interest, 
logging, optimized caching, etc It also allows obsolete or mistyped 
links to be traced for maintenance The Referer field MuST NOT oe 
sent if the Request-URI was obtained from a source that does not have 
its own uRI, such as input from the user keyboard. 

Referer « "Referer" " , :" 1 absoluteuRl [ reiativeURl ) 
Example: 

Referer: http7/www.w3.org/hypenextt)ataSources/Overview.htmi 



This could be used to determine what page (me -official- site or an outs.der) the user was looking at when 
they clicked the link to me trailer. A« enhanced web server (or a server extension, such as a Java servtet, 
for existing web servers) could enforce a referer requirement before serving the protected content. 

2. How does the invention solve the problem or achieve an advantage^ description of "the invention*, 
including figures inline as appropriate)? 

The invention prevents the use of deep linking wherever specified. Certain files (or even an entire site, 
with The obvious exception of the front page) could be prevented from being linked to by anyuimg other 
man me site itself Alternatively. Iriendly sites* could be included in me list of appropnate referers. 



pnniea 07/2S/99 ai 0723:1 5 PM 
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a Meinoa tor Pieventing Deep Unking into a Web Site - conttnueo 




In the above example. "Joe s Web Sue" would hKe to provide iis users witn tne latest version of me 
Netscape web browser. Linking directly to the installation executable {netscape exe) has been dented 
{since me referer would indicate 'Mpv/www.joeswebsiie-comA), Dui linking to Netscape's front page nas 
oeen accepted. Linking from anywnere on Netscaepe's site to me installation executable is. of course, 
accepted 



3 if trie same advantage or problem has been identified by otneis (ms.de/outside IBM), now nave those 
others solved it and does your solution differ and wny is it bener^ 

As indicated by the story referred to above {on the Wired web site), the current solution seems to be to 
,ssue a letter asking the offending web site to cease ano des ( si. it this did not work, the owner of tne 
content may attempt to sue on grounas of copyright infringement Obviously, this would be a difficult cas 
to win. since placing the content on the web m the first place tends to make it publicly accessible, it .s 
much better if you can make it not publicly accessible. 

4. If the invention is implemented in a product or prototype, include Technical details, purpose, disclosure 
details to others and the date of that implementation. 
No current implementation. 



"Critical Questions ( Questions 1-7 must be answered) 



{Svwhai°aate was me invention worfcaDle? 07/28/99 Please format the date as MM/DD/YYYY 
(WorKaae means i.e. when you know thai your (lesion wHl solve me problem) i 


teS ere any 2 p»anned or actual pu&lication or disclosure of your Invention to anyone outside 
IBM? — — 1 


0 ves 
• no 



Prtroeo 07/29/99 » 07 23:15 PM 
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If yes, Enter the name of each publication or patent and the dale published below. 
PuDltcatiorVPaient 
Paie PuPtisned or issueo: 



Are you aware of any publications, products or patents that relate to this invention? 



O YttS 
1 NO 



If yes, Enter the name of each publication or patent and the date published below. 

Pubiicaiton/Patem. 

Date PuWishoo or Issued 



"Question 3 

Has the subject matter of the invention or a product incorporating tne inventcon been sold, used 
niernally in manufacturing, announced for sale, or included in a proposal? 



Is a sale, use in manufacturing, product announcement, or proposal planned? 



> NO 



O Yes 
• MO 



If Yes, identify the product if Known and indicate the date or planned date of sale, announcements, or 
proposal and to whom the sale, announcement or proposal has been or will be made. 

PfOduCT 

version/Release 
Code Name. 
Daie. 
To Whom' 

if more than one, use cut and paste and append as necessary in the ftefd provided. 



("Question 4 

was tne subject matter of your invention or a product incorporating your invention used in 
Ipubttc. e g . outside IBM or in the presence of non-lBMers? 



jif yes, give a date Please format the date as MM/DP/YYYY 



Yes 

NO 



•Question 5 

Have you ever discussed your invention with others not employed at IBM 9 



Yes 

t NO 



It yes, identify individuals and date discussed. Fill m tne text area with The following information, the 
names of tne individuals, the employer, date discussed, under CDA. and CDA # 



•Question 6 

Was the invention, m any way, starred or developed under a government contract or project? 



1 Yes 

> NO 
O Noi sure 



If Yes. enter the contract number _ . ~ : — — 1 


'Question 7 ^ 

Was the invention made in the course of any alliance, joint development or other contract 

activities? 

if Yes enter the foiiowino :Name of Alliance, Contractor or Joint Developer 

Contract ID number 
Relationship contact name 


(J Yes 
# No 

On« Sure 


Relationship contact E-mail 
Relationship contact phone 

Question 8 , k . . ^ 
Have you submitted, or are you aware of, any related disclosure submission? 


OYes 
# NO 



Printed 07/29/99 ai 0723:15 PM 
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If Yes, please provide the title and docket or disclosure number below; 



Question 9 

Wnat type of companies do you expect to compete with inventions of mis type? Check an that zppiy. 

Q Manufacturers of enterprise servers 

Q Manutaciurers ot entry servers 

Q Manufacturers ot workstations 

Q Manufacturers at PC's 

[3 Non-computer manufacturers 

□ pev&opers ot operating systems 

53 Pevtiiopers ot networking sotrwaie 

Z3 Developers ot application software 

integrated solution providers 
G Service providers 
lD Otner (Please spectty betow) 



Patent Value Tool {Optional - this may be used by the Inventor and attorney to assist with the evalu 

(The Patent Value tool can be used by you or the evaluation team to determine the potential licensing 
value of your invention.) 

The Patent Value Tool has not yet oeen used to calculate a score 
post Disclosure Text & Drawings 

Enter any additional information relating to tnis disclosure oeiow. 



(Fofm Revised )2n?y97) 
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